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1
Decision/action requested

It is proposed to approve this pCR.
2
References

[1]
3GPP TR 33.784 Study on security aspects of Core Network Enhanced Support for AIML
3
Rationale

It is proposed to approve the new solution for key issue#2.
4
Detailed proposal

*** Start of Change ***

6.Y
Solution #Y:  Authorization for selection of participant NWDAF instances for the 3rd party AF-initiated federated learning
6.Y.1
Introduction


The solution addresses part of KI#2 (i.e. Authorization of selection of participant NWDAF instances for AF-initiated Federated Learning)

In this solution, the 3rd party AF requests the NWDAF to participate in federated learning task via the NEF.

The NEF requests the NWDAF-related token on behalf of the AF.

The NRF uses NWDAF's NF profile to authorize the 3rd party AF to select a specific NWDAF NF instance as the federated learning client.

The token issued to the NEF contains the AF identifier, NF instance ID of NEF, and the NF instance ID of NWDAF.

The NWDAF authorizes the federated learning-related service from the AF via the token and certificate/CCA of the AF.
6.Y.2
Solution details
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Figure 2.2.2-1 Authorization of federated learning related service request
If AF has no knowledge about NWDAF identifiers (e.g., NF instance ID of NWDAF), step1 to step 6 and step 8 to step 14 are executed.
If AF has knowledge about NWDAF identifiers (e.g., NF instance ID of NWDAF), step7 to step 14 are executed.
0. The NWDAF registers to the NRF. After the registration, NF profile of NWDAF is stored in the NRF. NF profile indicates the capability of the NWDAF. The capability includes NWDAF can serve as the FL client, the NWDAF can serve as the FL server, the NWDAF can serve as FL server as well as FL client. The profile also includes Federated learning partner Indicator indicating the AF identifiers and/or NF instance identifier that can support the ML model type of NWDAF.
1. The AF sends the federated learning related service request to the NEF. The request includes the AF identifier (e.g., the FQDN), expected NF type (i.e. NWDAF), expected NWDAF capability (i.e. FL client). The request also contains the certificate or CCA (Client Credentials Assertion) of the AF.

2. The NEF authorizes the AF to trigger the service based on the local policy or OAuth 2.0. 

3. If the AF is authorized to trigger the service, the NEF triggers Nnrf_NFDiscovery_Request to get NWDAF identifiers (e.g., NF instance ID, FQDN of NWDAF). The request includes the NF type (i.e. NWDAF), the NEF identifier (e.g., NF instance ID of NEF), expected federated learning related service name and the AF identifier (e.g., the FQDN). The request also contains the certificate or CCA (Client Credentials Assertion) of the AF.

4. The NRF validates the certificate or CCA of the AF for authenticating the AF. Then the NRF authorizes the request based on NWDAF NF profile which contains the AF(s) supporting ML model type of NWDAF, the FQDN of the AF and requested NWDAF capability. 

5. If the AF is authorized to discover the requested NWDAF(s), the NRF sends the response to the NEF. The response includes the NWDAF identifier(s) (e.g., NF instance ID of NWDAF) that fulfill the requirement presented in step 1.

6. The NEF sends the received NWDAF identifier(s) to the AF. 
7. The AF sends the federated learning related service request to the NEF. The request includes the AF identifier (e.g., the FQDN) and NWDAF identifier. The request also contains the certificate or CCA (Client Credentials Assertion) of the AF.
8. The NEF sends the token request to the NRF. The token request includes the expected federated learning related service, AF identifier (e.g., the FQDN) and NWDAF identifier (e.g., the NF instance ID, FQDN). The token request contains the certificate or CCA (Client Credentials Assertion) of the AF.
9. The NRF validates the certificate or CCA of the AF for authenticating the AF. Then the NRF authorizes the request based on the NWDAF's NF profile and local policy.

10. If the AF is authorized to request the service, the NRF sends the token to the NEF. The token includes the expected federated learning service name, AF identifier (e.g., the FQDN), NEF identifier (e.g., the NF instance ID of the NEF), and NWDAF identifier (e.g., the NF instance ID, FQDN).

11. The NEF sends the federated learning related service request to the target NWDAF. The request includes the AF identifier (e.g., the FQDN), the NEF identifier, the token, and certificate/CCA of the AF. 

12. The NWDAF authenticates the AF by one of the methods described in 3GPP TS 33.501 [1] clause 13.3.2.2 and if successful, it verifies the token as described in 3GPP TS 33.501 [1] clause 13.4.1.1. The NWDAF shall verify the token as follows:

The NWDAF checks if the audience claim of the token matches its own identifier. 
The NWDAF checks if the subject claim in the token matches the identifier of the NEF. 
The NWDAF checks if the AF identifier in the token matches the subject claim of the CCA. 

If scope or "additional scope" (i.e. the expected federated learning related service) is present, the NWDAF checks that the scope or "additional scope" matches the requested service operation. 

The NWDAF checks that the token has not expired by verifying the expiration time in the token against the current data/time.
If all the checks are successful, the token is validated. If any of the checks fails, the authorization procedure should be terminated. 
13. If the information in the request is allowed by successful validation of the token, the NWDAF sends federated learning related response (e.g., sample information including UE ID) to the NEF. Otherwise, the NWDAF rejects the request. 

14. The NEF sends federated learning related response (e.g., sample information including UE ID) to the AF.
6.Y.3
Evaluation


TBA
*** End of Change ***
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